HNudpopmanuoHHass naMsaTKa
AJIs1 00y4AKOIIMXCH AJIsl pa3MelleHHs HA 0(PMIHMATbHBIX
HHTEepHeT-pecypcax

C KaXIbIM rOJIOM MOJIOJIC)KH B HHTCPHETE CTAHOBUTCS OOJIBIIIE, a IIKOJbHUKH
OJIHU M3 CaMbIX aKTHBHBIX IOJIb30BaTelel Pynera. Mexay TeM, TOMHMO OIPOMHOIO
KOJIMYECTBAa BO3MOXKHOCTCH, MHTEPHET HECET W MPOOJIEMBl. JTa IMaMsTKa JIOJDKHA
IIOMOYb TeO€e 0€30IMacHO HaXOAUTLCS B CETH.

KoMmnbroTepHbie BUPYChI

KomnproTepHblli BUPYC — 3TO Pa3HOBHUAHOCTH KOMIBIOTEPHBIX IIPOIPAMM,
OTIIMYUTENBHON OCOOEHHOCTBIO KOTOPOM SIBIISIETCA CIOCOOHOCTh K Pa3MHOXEHUI0. B
JOIIOJIHEHUE K DTOMY, BUPYCHI MOTYT IOBPEIUTH WM IOJHOCTBIO YHUYTOXKUTH BCE
Gaiinpl ¥ JaHHBIE, MOJAKOHTPOJIBHBIE IOJIB30BATENI0, OT MMEHHM KOTOpOro Obuia
3alylleHa 3apakeHHas MporpamMMma, a TaKKe IOBPEIUTh WM JaKe YHUYTOXKUTH
OIEpaIlMOHHYI0 CHUCTEMY cO BceMM (ailmamu B 1enoM. B OonbUIMHCTBE ciyyaeB
pacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToAbl 3a1IUTHI OT BPEAOHOCHBIX NIPOrpamMm:

1. Mcnosb3yii COBPEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. TloctossHHO ycTaHaBnuBail mayTd (UM(pPOBBIE 3allIaTKH, KOTOPbIE
aBTOMATHUYECKM YCTAaHABIIMBAIOTCA C LEIbI0 JAOPA0OTKM MpOTrpaMMbl) U Jpyrue
OOHOBJIEHUSI CBOEH onepaloHHON cucTeMbl. CKaunBail UX TOJIBKO C O(PHUIIMAIBHOTO
caiita papaborunka OC. Eciu cymiecTByeT peKUM aBTOMAaTHYECKOro OOHOBJICHMUS,
BKJIFOYH €r0;

3. PabGoraii Ha cBOeM KOMIBIOTEpE II0J TpaBaMU TMOJb30BATENsA, a HE
aJIMUHUCTpATOpa. OJTO HE TO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MpOrpaMm
WHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. MHcnonp3y#l aHTUBHPYCHBIE NIPOTPAMMHBIE  MPOIYKTBI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanunub pU3NUECKU JOCTYN K KOMIBIOTEPY JIJIsl IOCTOPOHHMX JIULL;

6. Mcnonp3yil BHEIIHNE HOCUTENU HHPOPMAIIUH, TaKUe Kak (pierika, TUCK Uiu
(aiin U3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He otTkpbiBaii KOMIbBIOTEpHbIE (Daliibl, MOJYyYEHHbIE W3 HEHaJEKHbIX
UCTOYHUKOB. [laxe Te (haiinbl, KOTOpbIE MpUcal TBOM 3HAKOMbIU. Jlydllle yTouHu y
HEro, OTHPABIISI JIK OH TeOe UX.

Cetun WI-FI

Wi-Fi — 3T0 He BUJ mepeaadr JTaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpEHI,
mapka. Eme B 1991 romy Humepmanickas KOMIIAHUS 3aperuCTpUpoBaiia OpeHI
"WECA", uto o06o3nauano crnoBocoueranue '"Wireless Fidelity", xotopsbrit
NEePEeBOIUTCS Kak "0ecrpoOBOAHAS TOUHOCTD'.



Jlo Hamiero BpeMeHH JomuIa Apyras adOpeBuaTypa, KOTOpas SBISETCS TaKOH
ke TexHosorueil. Oto abOpeBuarypa "Wi-Fi". Takoe Ha3Banue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BhIcIIEH 3BYyKoBoM TexHuku Hi-Fi, 4To B mepeBoje o3Havaer
"BBICOKAsi TOYHOCTB'".

Jla, GecruiaTHbI MHTEPHET-AOCTYN B Kade, OTeIsIX M a’poroprax SBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B HHTEpHET. HO MHOTHME 3KCIEPTHI CUUTAIOT, YTO
obmenoctynusic Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTblI 110 0€30NACHOCTH PA0OTHI B 0011e10cTYNHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro jauuHyr0 mH(MOpMaImio depes obmenoctynabie Wi-Fi
cetu. PaboTas B HUX, KeNaTeIbHO HE BBOJIUTH MAPOJIH JOCTYIA, JOTUHBI U KaKHE-TO
HOMEPA;

2. Vcnonp3yih © OOHOBJIS aHTUBHUPYCHBIE MpOrpaMMbl U Opanamayep. Tem
CaMbIM ThI 00€30MacHIIlb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRO;

3. IIpu ucnonszoBanuu Wi-Fi otkmoun ¢ynkuuo "O6mmil qoctyn K daiiam
u npuntepam". JlaHHas (QYHKIMS 3aKpbiTa MO YMOJYaHUIO, OJHAKO HEKOTOpPHIC
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHus B paboTe win yueoe;

4. He wucnonw3yit nyommunbii WI-FI s mepemaun JTUYHBIX JTaHHBIX,
HaIrpuMep ISl BBIXO/IA B COLIMATBHBIE CETU WU B AJIEKTPOHHYIO MOYTY;

5. Ucnonw3yi Tonpko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBoM UMeHHO "https://";

6. B MoOunbHOM Tenedone otkimoun (ynkuuto "Tlogkmouenne k Wi-Fi
apToMarnueckn'. He nomyckaid aBTOMaTUYECKOTO TOJKIIOUYEHHS YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBOero cornacus.

ConmnajabHble ceTH

CornnanbHble CETH aKTUBHO BXOJST B HAIIly U3Hb, MHOTHE JIFOAU PabOTAIOT U
YKUBYT TaM MOCTOsIHHO, a B Facebook yxe 3apeructpupoBan Musirap/ 4€aoBeK, 4To
SIBJISIETCS OIHOM cCeIbMOM BcCeX JKHUTEJIEN IUIaHeThl. MHOrue II0Jb30BaTelId HE
MOHUMAIOT, YTO UH(GOpPMAIIHs, pa3MelIeHHas UMH B COITMATIBHBIX CETAX, MOKET OBIThH
HaliJleHa W KMCIOJIb30BaHa KEeM YTOJHO, B TOM YHCJIE HE 00s3aTeNbHO C OJaruMu
HaMEpPECHUSIMH.

OCHOBHBI€E COBETHI 10 0€30MACHOCTH B COUMAJIbLHBIX CETSX:

1. Orpannub ciMcoK Apy3ei. Y TeOs B Ipy3bsiX HE TOHKHO OBITh CITyYalHbIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumiail CBOIO YacTHYIO KU3Hb. He yka3biBail maposu, TenedoHsbl, aapeca,
JIaTy TBOETO POXKJICHUS U JIPYTYIO JUYHYIO HHPOpMAIUIO. 3J0YMBIIUICHHUKH MOTYT
HCIIOJIB30BaTh Jake MH(POPMAIMIO O TOM, KaK Thl U TBOU POJUTENIU IJIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3ammuiiail cBOI pemyTaluio — IepKU €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
XO0TeJ OBl ThI, YTOOBI IPYTHE MOIH30BATEIHN BUEIH, YTO ThI 3arpykaenis? [lomymai,
MPEXKJIe YEM YTO-TO OMyOJIMKOBATh, HAMIMCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHILIb C JIIOJIBMHU, KOTOPBIX HE 3HACIlb, HE MCIOJIb3yill CBOE
peanbHOEC UMS W JPYTYIO JUYHYIO WH(POpMAIUU: UMS, MECTO JKUTEIbCTBA, MECTO
yueObl U TIpoUee;




5. N36eraii pasmemenns dotorpaduit B MHTEpHETE, TOE THI M300paXkeH Ha
MECTHOCTH, I10 KOTOPOH MOKHO OTNPENIEIUTh TBOEC MECTOTOJIOKCHHUE;

6. [Ipu perucrpanuu B COMUAIBHOM CETH HEOOXOIMMO MCIIOJIb30BaTh CIIOKHBIC
HapoJiv, coCTosIIMe 13 OyKB ¥ IU(P U C KOJMYECTBOM 3HAKOB HE MCHEE §;

7. Jig colMaabHOM CETH, MOYTHI U JPYTUX CAUTOB HEOOXOIUMO HCIOJIh30BATh
pasHbie napoiu. Toraa eciu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJyYaT JOCTYIT
TOJILKO K OJTHOMY MECTY, a HE BO BCE Cpa3sy.

DJIEKTPOHHBbIE JeHbIH

DNEeKTPOHHBIC NIEHBIM — O3TO OYEHb YAOOHBIM CHOCOO TUTATEKEH, OIHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJTYUYUTh 3T JICHBIH.

DNEeKTPOHHBIE IEHbIM MOSBWINCH COBCEM HEJABHO M MMEHHO U3-3a 3TOr0 BO
MHOTUX T'OCYyAapCTBax J0 CHX MOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke oHU QYHKITMOHHPYIOT U O HUX Yy>K€ MPOIMUCAHO B 3aKOHE, TJE UX
pa3AeIsItoT Ha HECKOJIBKO BUIOB — AHOHMMHBIE M HE aHOHUMHBbIE. Pa3Huila B TOM, 4TO
AHOHMMHBIE — O3TO T€, B KOTOPBIX pa3pelaeTcss MIPOBOIUTH omeparuu 0e3
UJCHTU(UKAIIMY TI0JIb30BaTelNsl, 4 B HEAHOHUMHBIX HJICHTU(DUKAIMS MOJIb30BATENs
SBIIETCS 0053aTEILHOM.

Taxxke cienyer pasznuyaTh dJICKTPOHHbIE (UATHBIE JEHBIM  (PaBHBI
rOCyJIapCTBEHHBIM BaJll0TaM) M DJJICKTPOHHBbIE He(pUATHBIC JCHbIU (HE paBHbI
rOCyAapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 10 0€301IaCHON padoTe € JIEKTPOHHBIMHY IeHbIAMM:

1. IIpuBsbxku K cuety MOOUIIBHBIN TenedoH. ITO camblil yIOOHBIM U OBICTPHIi
Croco0 BOCCTAaHOBUTH AOCTYN K cueTy. [IpuBs3aHHBIA TenepoH MOMOXKET, €cliu
3a0ynenip CBOM IUIATEXKHBIM TAaposib WIM 3aljenib Ha CalT ¢ HEe3HAKOMOTO
YCTPOMCTBA;

2. Hcnonw3yih onHopaszoBble mnaponu. Ilocrme mnepexoga Ha YCUIICHHYIO
aBTOpM3aIuio TebOe yxke He OyIeT yrpokarb OMAaCHOCTh KPaKM WJIM IepexBara
MJIATEKHOTO MAPOJIS;

3. BwiGepu cnoxubiii maponb. [lpecTynHukam OyneT HE MNPOCTO YrajaaTh
CJIOKHBIN TapoJib. HasieskHble maposii - 3TO mapoJid, KOTOPbIE COIEpKAT HE MEHee 8
3HAKOB M BKJIIOYAIOT B c€0Sl CTPOYHBIC W TMPOIMUCHBIE OYKBBI, MU(PPHI U HECKOJBKO
CUMBOJIOB, TakuMe Kak 3HAaK Joijiapa, (yHTa, BOCKIMUATEIbHBIM 3HAK W T.II
Hanpumep, $tROng!;;

4. He BBOIM CBOU JIMYHbBIC JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEILIb.

JJIEKTPOHHAA MOYTA

DJIEKTPOHHAs MOYTa — 3TO TEXHOJOTHSI U MPEIOCTABISIEMBIE €10 YCIYTd MO
MEPEChUTKE M TIOJYUYCHHUIO AJIEKTPOHHBIX COOOIIECHUM, KOTOPBIC PACIPEACISIOTCS B
KOMIBbIOTEpHOH ceTh. QOOBIYHO DJICKTPOHHBIM  IMOYTOBBIA  SIIMK  BBITJISIUT
CJIETYIONTUM 00pa30M: UMs_ TOJIb30BATEISI(@UMS_JOMEHa. Takke Kpome Mepemaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEpe1aBaTh (paiiiibl.

OcHOBHBIE COBETHI 110 0€30MACHOM padoTe C 3JIEKTPOHHO IMOYTOI:




1. Hago BbIOpaTh mpaBWIbHBIA TMOYTOBBI cepBUC. B wuHTEpHETE ecTh
OTPOMHBIN BBIOOpP OECIUIATHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUIlle IOBEPSATH TEM,
KOTO 3HACIIb U KTO TIEPBBIN B PEUTUHIE;

2. He yka3piBaii B TMYHOM 1MoYTe JU4YHYIO0 MHpopManuio. Hampumep, nydiie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "temal3";

3. Hcnonb3y# IBYXATAIHYI0 aBTOPU3ALMIO. JTO KOrAa MIOMUMO MAPOJIs HYKHO
BBOJUTH KOJ, IPUChUIa€MbIi 0 SMS;

4. Beibepyr cIOXHBIN Tapoiib. JIJIsl Ka)K0ro MOYTOBOTO SITUKA JTOJKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciam ecth BO3MOXHOCTh HANMCaThb CaMOMYy CBOM JMYHBIA BOMPOC,
HCIOJIb3YH 3TY BO3MOXHOCT;

6. Hcnonp3ylh HECKOJBKO IIOYTOBBIX SAIMKOB. [lepBwIii i1 YacTHOU
IIEPEINNUCKN C aIpecaTaMH, KOTOPBIM Thl JOBEpSACIIb. JTO JJIEKTPOHHBIM aapec HE
HAJI0 UCTIOIB30BATh MPU PETUCTPAIIMHU Ha OopyMaxX U CalTax;

7. He oTkpeiBaii ¢aiiiapl U Apyrue BIOKEHUS B IMUCbMaX, JaXKE €CIU OHU
NPUILTA OT TBOUX JApy3ei. Jlydille yTouHM y HHMX, OTHPABJSUIA JIM OHU TeOe ITU
(baisl;

8. ITlocne oxoHuyaHusi pabOThI HAa TMOYTOBOM CEpPBHUCE TMEpeJ]] 3aKphITUEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeidTh".

KuOepOysimHr UM BUPTYaJbHOE U3/1€BaTEeILCTBO

KubepOymmuar  —  mpeclieioBaHWE  COOOIICHUSIMH,  COJACPKAIUMHU
OCKOpOJIEHUs], arpecCcHlo, 3allyTHBaHUE; XYJIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHUE
C IOMOIIBIO PA3JINYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00PLOE ¢ KHOEPOYJIIIMHIOM:

1. He Opocatics B 6oii. JIyummuii cmoco0: mMOCOBETOBAaThCS Kak ceOs BECTH W,
€CJIM HET TOro, K KOMY MOXXHO OOpaTUThCS, TO BHayaje YCHOKOUThCSA. Ecimu Thi
HAaYHElIb OTBEYAaTh OCKOPOJCHUSIMU HAa OCKOpPOJICHHS, TO TOJBKO eIie OoJblie
pa30AOKeIIb KOH(IIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHOHUMHOCTH B ceTr MHUMas1. CyIIECTBYIOT CITIOCOOBI BBISICHUTD, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

4. He crouT BecTM XyJUTaHCKUM oOpa3 BUpPTyalbHOW >ku3HU. WHTEepHET
buKcUpyeT Bce TBOU JACHCTBUS M COXpaHsSeT UX. YJalnuTh UX OyAeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobro1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. UrHopupyit enuHuuHbId HeraTtuB. OHOpa30BbIE OCKOPOUTEIIbHbBIC
COOOIIEHMS JIydllle UTHOPUPOBaTh. OOBIUHO arpeccus MpeKpanaeTcsi Ha HadalbHOU
CTaJluu;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMH COOOIICHHSMU, B
COIIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOIIEHUN C
ONPENIEIICHHBIX aJPECOB;

8. Eciu Th1 cBumerens kuOepOymimHra. TBou NEHCTBUS: BBICTYMHUTH MPOTUB
IpecienoBaTens, MOKa3aTb €My, YTO €ro JEWCTBHsS OLEHHUBAKOTCS HETATUBHO,




MOJJIePKaTh KEPTBY, KOTOPOW HYXHA IICUXOJIOTHYECKasi IOMOIb, COOOIIUTH
B3pOCJBIM O ()aKTE€ arpeCCUBHOTO MOBEICHUS B CETH.

MooOmiabHbIi TesedoH

CoBpeMeHHbIe cMapThHOHBI U TJIAHIIETHl COJEPKAT B ce0e BIOJHE B3POCIBIi
GbyHKUIMOHAT, ¥ Telepb OHU MOTYT KOHKYpHpPOBaTh CO CTallMOHAPHBIMU
KoMmmnbioTepamMu. OgHAKO, CPEACTB 3alUTHI JI MOJOOHBIX YCTPOMCTB MOKAa OYEHb
Majo. TecTupoBaHUE U MOUCK YSI3BUMOCTEU B HUX IMPOUCXOJUT HE TaK MHTEHCUBHO,
kak ju1s1 [1K, 1o e caMoe kacaeTcs U MOOUIIbHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl YKe MPAKTHUECKH JTOTHAN HACTOJBHBIC
aHaJIOTH, OJIHAKO paciiupeHre GyHKIIMOHaa BiieUeT 3a COO0M OOJBIIYIO CI0KHOCTh
Y MEHBIIYIO 3allUIIEHHOCTD.

Jlaneko He BCE NPOU3BOJUTENH BBIMYCKAIOT OOHOBJICHHUSI, 3aKPBIBAIOIINE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /LIl 0€30MaCHOCTH MOOMJIBLHOIO TeJiehoHa:

Huuero He siBisieTcsi mo-HacTosimieMy OecruiaTHBIM. Byllb OCTOpOKeH, Belb
Korjia Tebe mpeaiaraloT O€CIUIaTHBIN KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHUe-TO
IJIATHBIE YCIIYTH;

Hywmaii, npexe ueM oTnpaBuTh SMS, doTto uinu Buseo. Tol TOUHO 3HAEIIb, T/1e
OHM OYJyT B KOHEUHOM UTOTE?

Heo6xoaumo 0GHOBISATH OMEPAIMOHHYIO CUCTEMY TBOEr0o cMapTQoHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIs MOOMJIBHBIX TeJIe(DOHOB;

He 3arpyxail mpuiokeHusi OT HEM3BECTHOTO MCTOYHMKA, BEAb OHU MOTYT
COJIepKaTh BPEJIOHOCHOE MTPOTPAMMHOE 00ECIICUCHHUE;

[locne Toro kak Thl BBIAJEUIb C CaiiTa, IZI€ BBOAWI JUYHYIO MH(OpMAIHIO,
3aiiIi B HACTPOUKHU Opay3epa u ynanu cookies;

[Tepuonuuecku mpoBepsiid, KaKUe IJIATHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBoii HOMEp MOOWIJIBHOTO TenedOHa TOJIBKO JIFOASIM, KOTOPBIX ThI
3HaEllb U KOMY JOBEPSECIIb;

Bluetooth momkeH OBITH BBIKJIFOYEH, KOTJa Thl MM HE TOJb3yemibes. He
3a0bIBail MHOT 1A TIPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI — ATO KPACOYHBIC, 3aXBaTHIBAIOIITUC PA3BICUCHUS,
OOBEIUHSIONINE COTHU THICSY YEJIOBEK 10 BCeMy MUPY. VITpOKH UCCICAYIOT TaHHBINA
UM MUP, OOIIAIOTCS IPYT C APYTOM, BBITIOJHSIOT 3aaHUs, CPAXKaAIOTCI ¢ MOHCTpaMU
U TOJy4YaloT OMBIT. 3a YJOBOJILCTBUE OHHU TUIATST: MOKYMAIOT IUCK, OIUIAYMBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAaKHE-TO OTIIHH.

Bce atu cpenctBa uayT Ha MOJJIEpKAHUE M Pa3BUTHE UTPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBI aBTOPHW3AIMH, BBITYCKAIOTCS HOBBIC
natyu (uQpoBkIe 3aMIaTKA sl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B nogo0HBIX Urpax CTOUT OMAacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpakl TBOETO MapoJis, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPHU3ALMHU OOJBIIMHCTBA
Urp.

OCHOBHBIE COBETBI 110 0€30IIACHOCTH TBOEI'0 HIPOBOI0 AKKAYHTA:

1. Eciu apyroil urpok BeneT cels IUI0XO WIN CO3/1aeT TeOe HENpPUATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxamyiicsi aAMUHUCTPATOPaM MIPHI Ha IJIOXOE MOBEACHUE ITOTO UIPOKA,
YKEJIATEJIbHO NIPUJIOKUTH KAKHE-TO J1I0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii muunyto nHGopMaIuio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJBI,

6. Mcionb3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jaxxe BO BpeMs UIpbI HE CTOMT OTKJIIOYaTh aHTUBHUpPYC. [loka ThI urpaems,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OOBIYHOM KpaXkel JIeHeT U JTOKYMEHTOB CETOJHS YK€ HUKOIO HE yAUBUIIIb, HO
C Pa3BUTHEM MHTEPHET-TEXHOJOTUN 3JI0YMBIIUICHHUKH IEPEMECTUIUCH B UHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATHCS " TFIOOUMBIM'" ICIIOM.

Tak mosiBWIIACH HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUIIMHT,
IJIaBHAs 11€JIb KOTOPOTO COCTOMT B TMOJYYEHUU KOH(PUIACHIUAIBHBIX JaHHBIX
M0JIb30BaTENEeN — JIOTMHOB U napoJiei. Ha anrnuiickoM si3pike phishing untaercs kak
¢ummHr (ot fishing — peiOHas noBs, password — mapob).

OcHOBHBIE COBETHI 110 00pbOe ¢ GUIIMHIOM:

I. Cnenn 3a cBoMM akkayHTOM. Eciau Tl momo3peBacilb, 4TO TBOS aHKETa
Obl1a B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aIMUHUCTPATOPaM
pecypca 00 3TOM KaK MOYKHO CKOPEe;

2. Ucnonp3yit 6e3onacHble BeO-CalThl, B TOM YHCJIe, HHTEPHET-MarasuHoB U
MTOMCKOBBIX CUCTEM;

3. Hcnone3y#i crnokHble W pa3Hble Tapoiu. Takum oOpa3om, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH TOJy4YaT JOCTYH TOJIKO K OJHOMY TBOEMY
IpoUIII0 B CETH, a HE KO BCEM;

4. Ecnu Tebs B37IOMaiMd, TO HEOOXOAMMO TNPEAyNpeluTh BCEX CBOUX
3HAKOMBIX, KOTOpbIe J00aBJICHBI Y TEOs B JIPY3bsiX, O TOM, UTO T€Os B3JIOMaju H,
BO3MOXXHO, OT TBOEr0 UMEHU OYJET pacChlIaThbCs CllaM M CChUIKM Ha (PUIITMHTOBBIC
CAWTHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MOOMIIBbHBIN TenedoH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;

7. He oTkpswiBail ¢aitnpl U Apyrue BIOKEHUS B MUCHbMaX, JaXKe €CIU OHH
NPUIILTA OT TBOWX JApy3eu. Jlydie yTouHM y HHX, OTHPABISUIA JIM OHU TeOe ITU
(banbI.

Hudposas penyrauus



[udposas pernyranus — 3T0 HETaTUBHAS UM MO3UTUBHAS HHGOpPMAIUs B CETU
o tebe. Kommpomerupyromas wuHopmaius, pa3sMmMelieHHass B HHTEPHETE, MOXKET
CepbEe3HBIM 00pPa30M OTPA3UTHCS HA TBOEH peasibHOM xu3HU. "L{udposas penyramus"
— 3TO TBOM UMUK, KOTOPBIN (hopMupyeTcst u3 uHPopMaluu o Te0e B UHTEpHETE.

TBOEe MecTO JKUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJOKEHUE, OCOOEHHOCTH
XapaKkTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIIJIMBAETCS B CETH.

MHorue mnoAPOCTKUA JETKOMBICIEHHO OTHOCITCS K MyOIMKaUud JTHUYHON
uHpopMaiuu B MHTepHeTe, HE MOHMMAsl BO3MOXKHBIX MOCHENCTBUN. Thl Jaxe He
CMOJKEIIIb JTOTaIaThCsa O TOM, 4To ¢doTorpadus, pa3MenieHHas 5 JIeT Ha3aa, craja
IPUYUHON OTKAa3a MPUHATH T€0S Ha padoTy.

KommenTapuu, pazmenienne TBoux ¢otorpaduii u Apyrue ASMCTBHUS MOTYT HE
MCYE3HYTh JaXKe MOCJIe TOro, Kak Thl UX YAAJIHIIb. Thl HE 3HACIIb, KTO COXPAHUI ATY
uH(pOpMaIuIo, MoMaja JM OHa B TMOHMCKOBBIE CUCTEMBl U COXpaHWIACh JU OHA, a
IJIABHOE: UTO MOAYMAIOT O TeOE OKPYXKAIOUIUE JIFOU, KOTOPbIE HAMIYT U YBUAAT 3TO.

Haiitn mH(popmMalnio MHOTO JIET CILyCTSI CMOXET JIF0OOM — Kak W3 JOOpbIX
noOyKJI€HUH, TaK U C HAMEPEHUEM MPUUUHUTD BPEA. ITO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETBI 110 3aUTEe HU(PPOBOI PeNyTANMH:

1. [lonymaii, nmpexze 4em uTo-TO IMyOJIMKOBATh U NEpeaaBath y ceds B Osore
WIN B COLMAIIBHOM CETH;

2. B Hacrtpoiikax npo¢uis yCTaHOBH OTpaHHMYEHHUsT Ha MPOCMOTP TBOETO
npoduIsl ¥ €ro COAECPAKUMOro, cliesiail ero TOAbKO "1 Apy3eit”;

3. He pa3memiaii 1 He yka3biBail MHQOpMAIMIO, KOTOpask MOXKET KOTO-JHU00
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE  IIKOJBHUKM — AaKTHUBHBIE IOJb30BaTeNd  LU(POBOIro
npocrpaicTBa. OJHAaKO JaJEKO HE BCE 3HAKOT, YTO IOJIB30BAHUE MHOTUMU
BO3MOXKHOCTSIMU  IIu(poBOro  Mupa  TpeOyeT  COOJIoOJeHuss  MpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIJIEKTyasibHasi COOCTBEHHOCTH"' OTHOCHTCS K Pa3IMYHbIM
TBOPEHUSM YEJIOBEYECKOT0 yMa, HayuHasi C HOBBIX H300peTEeHUl M 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KHHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSMU.

ABTOpCKHMe NMpaBa — 3TO MpaBa HAa WHTEIEKTYaJbHYI0 COOCTBEHHOCTHh Ha
MPOU3BEJCHUSI HAYKH, JIUTEPATypbl U HMCKycCTBa. ABTOPCKHE IMpaBa BBICTYNAIOT B
KaueCcTBE rapaHTUH TOT0, YTO MHTEJUIEKTYaJbHbIN/TBOPUECKHM TPy aBTOpa HE OyAeT
HaIpacHbIM, JTaCT €My CIIpaBeUIMBbIE BO3MOXKHOCTU 3apadoTaTh Ha pe3yjbTaTax
CBOETO Tpy/a, MOJYYUTh U3BECTHOCTh U Mpu3HaHue. Hukro 0e3 paspelieHus aBropa
HE MOXET BOCHPOU3BOIAUTH €ro MPOU3BEIEHUE, PACIpPOCTPaHATh, MTYOJIUYHO
JIEMOHCTPUPOBaTh, MpPOAABaTh, HMIOPTUPOBAaTh, IYyCKaTb B MPOKAaT, IYOJIMYHO
UCIIOJIHSTh, IOKa3bIBaTh/UCIIONHATD B 3GUpe WK pa3zMeniaTs B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO OOECTIeUueHHUs MOKET MPUBECTU
K MHOTMM PHUCKaM: OT TIOTE€PH JAaHHBIX K TBOUM aKKayHTaM 110 OJOKHMPOBKH TBOETO
YCTPOICTBa, T/Ie yCTaHOBJEHA HeleranbHas rnporpamMMa. He cTout taxkke 3a0bIBaTh,



4YTO CYHICCTBYIOT JICTAJIBHBIC U OecruiaTHBIE IMporpaMmsbl, KOTOPBIC MOKHO HaWTU B
CCTH.

O noprasne uudgpoBoit rpaMOTHOCTH

CereBrUYOK.p() — TBOM IJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXKEIb Y3HATh O
0€30MaCHOCTH B CETHU IMOHATHBIM U JOCTYNHBIM SI3bIKOM, a NPU BO3HUKHOBEHUU
KPUTHYECKOW CHUTyallil OOpaTUTBCS 3a COBETOM. A TakKe NPHUHATH y4acTHE B
KOHKYpCax M CTaTh CaMbIM ITU(POBBIM IpakJaHUHOM !
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